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QUESTION 1

a) Explain THREE (3) objectives of information security.

b) For each objective in (a), suggest ONE (1) threat that related to it.

c) Briefly explain each of the following terms;

i) Asset

i) Vulnerability
i) Threat

iv) Attack

QUESTION 2
a) List SIX (6) types of attacker.

b) Explain the motivation for each type of attacker.

a) Demonstrate a case of social engineering attack.

QUESTION 3
a) Define TWO (2) types of risk assessment.

b) Explain FOUR (4) process in threat analysis.

(9 marks)

(3 marks)

(8 marks)

(6 marks)

(12 marks)

(2 marks)

(2 marks)

(8 marks)

¢) Solve this threat analysis by calculating the Annual Lost Expectancy (ALE) of the

following scenario.

i) Threat: Laptops might be stolen
SLE: Replacing a stolen laptop costs RM3000

ARO: Laptops have a 5% chance of being stolen each year

(6 marks)
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ii) Threat: Laptops will become obsolete
SLE: Replacing an obsolete laptop costs RM3000

ARO: Laptops are obsolete after three years, so they lose 33% of their value each
year

d) Suggest TWO (2) examples of how to increase awareness of information security in an
organization.

(4 marks)
QUESTION 4
a) Define the responsibilities of a “Project Manager” in Contingency Plan.

(2 marks)
b) Explain THREE (3) components in Contingency Plan.

(6 marks)
¢) Explain ONE (1) responsibility of crisis management team.

(2 marks)
d) Classify FIVE (5) sections in Business Impact Analysis.

(10 marks)
QUESTION 5
a) List SIX (6) examples of physical security.

(6 marks)
b) Explain TWO (2) ways of secure disposal and reuse of equipment,

(4 marks)
c) Demonstrate FIVE (5) rules of physical entry controls.

(10 marks)

End of question






